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A foolish consistency is the hobgoblin of little minds, adored by little statesmen and philosophers and divines
. . . Speak what you think now in hard words, and tomorrow speak what tomorrow thinks in hard words
again, though it contradict every thing you said today.

Concurrency—There’s
No Free Lunch

Summary

O
racle’s concurrency management scheme is
poles apart from that used by the other popu-
lar database management engines such as DB2
UDB, MS-SQL Server, Informix and Sybase. In

fact, Tom Kyte characterizes it as the fundamental differ-
ence between Oracle and other database vendors because
Readers do not acquire any locks and, therefore, Readers
do not block Writers, and Writers do not block Readers.

This gives Oracle a tremendous advantage in the concur-
rency game, but, as in most other things in life, there is no
free lunch. Tom Kyte bluntly says that “unless you under-
stand it, you’re probably doing some transactions wrong in
your system!”

In this essay, we present a number of examples of how
things can easily go wrong if you don’t understand Oracle’s
concurrency management scheme. Readers with a theoreti-
cal bent should refer to the theoretical article on Oracle’s
concurrency management scheme published in the Febru-
ary 2005 issue of the NoCOUG Journal. The article is avail-
able for downloading at http://www.nocoug.org/download/
2005-08/SERIALIZABILITY_-_White_Paper.pdf.

Oracle’s concurrency management scheme is extremely
attractive. One might ask why the other engines don’t sim-
ply emulate Oracle’s scheme and dispense with the need for
locking and blocking. The answer is that they use a stricter
interpretation of the “serializability” requirement, i.e., the
requirement that concurrently executed transactions pro-
duce the same result as some serial execution of those same
transactions. The confusion is best explained by the follow-
ing quote taken from Reference [2], A Critique of ANSI
SQL Isolation Levels:

ANSI SQL defines four levels of isolation […] Each isolation
level is characterized by the phenomena1 that a transac-
tion is forbidden to experience […] However, the ANSI SQL
specifications do not define the SERIALIZABLE isolation
level solely in terms of these phenomena. Subclause 4.28,
“SQL-transactions”, in [the ANSI standard] notes that the
SERIALIZABLE isolation level must provide what is “com-
monly known as fully serializable execution.” The promi-
nence of the table compared to this extra proviso leads to
a common misconception that disallowing the three phe-
nomena implies serializability.2

The Oracle Application Developer’s Guide (Reference
[6]) is very clear on the subject.
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Multiversioning — Just talk about
it for a bit . . .
• In my opinion the fundamental difference

between Oracle and most of the rest
– It can be the best feature
– It can be the worst feature (if you don’t get it)

• Non-blocking reads

• Writes only block writes

• However . . . unless you understand it, you’re
probably doing some transactions wrong in your
system! (DIY RI is almost always wrong)

Fig. 1: A slide from Tom Kyte’s presentation at the Northern
California Oracle User Group Fall 2004 conference.

—Concluding remark of the chapter on
“Locking and Concurrency” in Tom Kyte’s

best-selling book, Expert One-On-One Oracle

Unless you know how it works, you will write programs
that corrupt data. It is that simple.

—The character Valentine in
Arcadia, a play by Tom Stoppard

It’s the best possible time to be alive, when almost everything
you thought you knew is wrong.

—American philosopher
Ralph Waldo Emerson

By Iggy Fernandez
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Sometimes you must take steps to ensure that the data
read by one transaction is not concurrently written by
another. This requires a greater degree of transaction isola-
tion than defined by SQL92 SERIALIZABLE mode.

The Oracle Concepts Manual (Reference [7]) reiterates
the difference between Oracle and other database engines.

Although Oracle serializable mode is compatible with SQL92
and offers many benefits compared with read-locking
implementations, it does not provide semantics identical to
such systems. Application designers must take into account
the fact that reads in Oracle do not block writes as they do
in other systems. Transactions that check for database con-
sistency at the application level can require coding tech-
niques such as the use of SELECT FOR UPDATE. This issue
should be considered when applications using serializable
mode are ported to Oracle from other environments.

But enough with theory, let’s bring on the examples!

The First Case of the Disappearing Dollars

The following example illustrates the dangers of the
default Oracle concurrency setting (“Statement-Level Read
Consistency”.) Create a table called BANK_ACCOUNT as
follows.

create table bank_account (
account# integer,
balance number

);

insert into bank_account values (1,10);
insert into bank_account values (2,10);
insert into bank_account values (3,10);

The following stored procedure transfers money from
one bank account to another. It sleeps for sixty seconds
(600 centiseconds) after checking the balances in the
accounts, and this artificially introduced timing delay gives
plenty of time for a second transaction to read the same
data and create a problem.

create or replace procedure debit_credit(
debit_account in integer,
credit_account in integer,
debit_amount in integer

)
is

debit_account_balance number;

credit_account_balance number;
begin

select balance
into debit_account_balance
from bank_account
where account#=debit_account;
—
select balance
into credit_account_balance
from bank_account
where account#=credit_account;
—
debit_account_balance := 
debit_account_balance - debit_amount;
—
credit_account_balance := 
credit_account_balance + debit_amount;
—
user_lock.sleep(600);
—
update bank_account
set balance = debit_account_balance
where account# = debit_account;
—
update bank_account
set balance = credit_account_balance
where account# = credit_account;
—
commit;

end;

1 According to the ANSI SQL Standard: “The following phenomena are possible: 1) P1 (‘‘Dirty read’’): SQL-transaction T1 modifies a row.
SQL-transaction T2 then reads that row before T1 performs a COMMIT. If T1 then performs a ROLLBACK, T2 will have read a row that
was never committed and that may thus be considered to have never existed. 2) P2 (‘‘Non-repeatable read’’): SQL-transaction T1 reads a
row. SQL-transaction T2 then modifies or deletes that row and performs a COMMIT. If T1 then attempts to reread the row, it may receive
the modified value or discover that the row has been deleted. 3) P3 (‘‘Phantom’’): SQL-transaction T1 reads the set of rows N that satisfy
some <search condition>. SQL-transaction T2 then executes SQL-statements that generate one or more rows that satisfy the <search con-
dition> used by SQL-transaction T1. If SQL-transaction T1 then repeats the initial read with the same <search condition>, it obtains a dif-
ferent collection of rows.” (Reference [1])

2 The ANSI SQL standard also contains the following proviso: “The execution of concurrent SQL-transactions at isolation level SERIALIZABLE
is guaranteed to be serializable. A serializable execution is defined to be an execution of the operations of concurrently executing SQL-transac-
tions that produces the same effect as some serial execution of those same SQL-transactions. A serial execution is one in which each SQL-trans-
action executes to completion before the next SQL-transaction begins.” (Reference [1])

Free Lunch?

Membership in the Northern California
Oracle Users Group brings with it one of
the few exceptions to the “No Free Lunch”

rule! For the low annual membership fee of $70,
members get four issues of the NoCOUG Journal
and free admission to four full-day multi-track
conferences jam-packed with technical presenta-
tions. Continental breakfast and a full lunch are
served at the conferences (in addition to coffee,
soft drinks, and snacks) and the cost of food alone
exceeds the annual membership fee. Members
owe the free lunch to NoCOUG’s generous spon-
sors, Chevron, Lockheed Martin, and Oracle, who
allow NoCOUG to use their conference facilities
free of charge, and to the software vendors who
advertise in the Journal and exhibit their wares
at the conferences. ▲
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In the following transaction history, Transaction A and
Transaction B each transfer five dollars to Account #2 and,
therefore, the balance in Account #2 should increase by ten
dollars.

18:09:14 TRANSACTION A> execute
debit_credit(1,2,5);

PL/SQL procedure successfully completed.

18:09:15 TRANSACTION B> execute 
debit_credit(3,2,5);

PL/SQL procedure successfully completed.

Here are the contents of the BANK_ACCOUNT table
after the experiment. The balance in Account #2 is only fif-
teen dollars instead of twenty dollars.

18:09:21 SQL> select * from bank_account;

ACCOUNT# BALANCE
--------- -------

1 5
2 15
3 5

3 rows selected.

Reproducing these anomalous results in the “Real
World” is difficult because of the split-second timing
that is required, but we cannot guarantee that they will
never happen when we use the default Oracle concurren-
cy setting. Fortunately, the problem is easily solved by
using the SERIALIZABLE concurrency setting, as in the
following example in which Transaction B encounters
the error “ORA-08177: can’t serialize access for this
transaction”.

18:10:41 TRANSACTION A> alter session set
isolation_level=serializable;

Session altered.

18:10:41 SQL> execute debit_credit(1,2,5);

PL/SQL procedure successfully completed.

18:10:42 TRANSACTION B> alter session set
isolation_level=serializable;

Session altered.

18:10:42 SQL> execute debit_credit(3,2,5);

BEGIN debit_credit(3,2,5); END;
*
ERROR at line 1:
ORA-08177: can’t serialize access for this
transaction

Here are the contents of the BANK_ACCOUNT table
after the second experiment. Transaction B will need to be
resubmitted but this is more acceptable than losing a cus-
tomer’s money.

18:10:49 SQL> select * from bank_account;

ACCOUNT# BALANCE
--------- -------

1 5
2 15
3 10

The Second Case of the Disappearing Dollars

The following example is from Reference [3] and shows
that Oracle SERIALIZABLE mode will not prevent all
anomalous behavior, exactly as Oracle itself warns in the
Application Developer’s Guide (Reference [6].)

First create a table called BANK_ACCOUNT as follows.

create table bank_account (
account# integer,
account_type varchar(1),
balance number

);

insert into bank_account values (1,’C’,70);
insert into bank_account values (1,’S’,80);

The following stored procedure transfers money from
one account to another. Negative balances are allowed as
long as the sum of the balances in the customer’s checking
and savings accounts is greater than zero. Once again, we
impose an artificial timing delay after checking the balance
in each account.

create or replace procedure withdrawal(
in_account# in integer,
in_account_type in varchar,
in_withdrawal_amount in number

)
is
checking_account_balance number;
savings_account_balance number;

begin
select balance
into checking_account_balance
from bank_account
where account#=in_account#
and account_type=’C’;
—
select balance
into savings_account_balance
from bank_account
where account#=in_account#
and account_type=’S’;
—
user_lock.sleep(600);
—
if (checking_account_balance +

savings_account_balance >= in_withdrawal_amount)
then

update bank_account
set balance = balance - in_withdrawal_amount
where account# = in_account#
and account_type = in_account_type;

end if;
commit;

end;

Having learned the lessons of the First Case of the Dis-
appearing Dollars, we use SERIALIZABLE mode in an effort
to fend off anomalies.

09:39:58 TRANSACTION A> alter session set
isolation_level=serializable;

Session altered.

09:39:58 SQL> execute withdrawal(1,’C’,100);

PL/SQL procedure successfully completed.

09:40:01 TRANSACTION B> alter session set
isolation_level=serializable;

Session altered.

09:40:01 SQL> execute withdrawal(1,’S’,100);

PL/SQL procedure successfully completed.
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Our precautions were for naught. The constraint is vio-
lated and the sum of the balances in the two accounts falls
below zero.

09:40:07 SQL> select * from bank_account;

ACCOUNT# A BALANCE
--------- -- -------

1 C -30
1 S -20

2 rows selected.

What is a programmer to do? He or she must heed
Oracle’s warning very seriously and create artificial “choke
points” or “serialization points” in every read-write transac-
tion. This might limit concurrency but there is no free
lunch! One way to create the necessary choke point in this
example would be to use “SELECT FOR UPDATE” when
reading account balances.

Poor Orphan Annie

The following example is taken from the Oracle
Application Developer’s Guide (Reference [6].)

One transaction checks that a row with a specific primary
key value exists in the parent table before inserting corre-
sponding child rows. The other transaction checks to see
that no corresponding detail rows exist before deleting a
parent row. In this case, both transactions assume (but do
not ensure) that data they read will not change before the
transaction completes.

The read issued by transaction A does not prevent transac-
tion B from deleting the parent row, and transaction B’s
query for child rows does not prevent transaction A from
inserting child rows. This scenario leaves a child row in the
database with no corresponding parent row. This result
occurs even if both A and B are SERIALIZABLE transactions,
because neither transaction prevents the other from mak-
ing changes in the data it reads to check consistency.

Create the PARENT and CHILD tables as follows and
insert one row into the PARENT table.

create table parent (
parent_name varchar(8)

);

create table child (
child_name varchar(8),
parent_name varchar(8)

);

insert into parent values(‘Warbucks’);

The following transaction history shows that it is possi-
ble to create an orphan record. This is a good example of
the “Do-It-Yourself Referential Integrity” (DIY RI) men-
tioned in Tom Kyte’s presentation.

18:25:07 TRANSACTION A> alter session set
isolation_level=serializable;

Session altered.

Oracle Consulting Solutions Specialists

With over 10 years of Oracle consulting excellence,
Quovera has performed more than 300 engage-

ments for over 200 clients.  Quovera’s specialized
Oracle consulting services include:

♦ 11i E-Business Suite implementations and
upgrades

♦ Full lifecycle custom and web development
and data warehousing

♦ Business intelligence, reporting and business
performance management

Quovera also provides expert mentoring and training
on JDeveloper, Developer and Designer with its team
of renowned Oracle Press Authors and Certified Masters.

Quovera brings the experience of its Oracle consulting
staff to work with you to improve your Information
Technology processes and achieve your business goals.

Quovera, Inc.
800 West El Camino Real, Suite 100

Mountain View, CA 94040
Tel. (650) 962-6319 · www.quovera.com

(code continues on page 13)
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18:25:07 TRANSACTION A> select * from parent
where parent_name=’Warbucks’;

PARENT_N
————
Warbucks

1 row selected.

18:25:16 TRANSACTION B> alter session set
isolation_level=serializable;

Session altered.

18:25:16 TRANSACTION B> select * from child
where parent_name=’Warbucks’;

no rows selected

18:25:19 TRANSACTION A> insert into child
values (‘Annie’,’Warbucks’);

1 row created.

18:25:21 TRANSACTION B> delete from parent
where parent_name=’Warbucks’;

1 row deleted.

18:25:23 TRANSACTION A> commit;

Commit complete. 

18:25:25 TRANSACTION B> commit;

Commit complete.

Here are the contents of the two tables after the experi-
ment. Poor Orphan Annie!

18:25:28 SQL> select * from parent;

no rows selected

18:25:28 SQL> select * from child;

CHILD_NA PARENT_N
———— ————
Annie    Warbucks

1 row selected.

The way out of this predicament is to use the trusty
SELECT FOR UPDATE (at the expense of concurrency) or
to define a referential integrity constraint (which uses
SELECT FOR UPDATE internally).

The Case of the Popular Projector

The next example shows that SELECT FOR UPDATE is
not a panacea for all problems (if a concurrency limiting
strategy can truly be labeled a panacea). The programmer
has tried to implement the business rule that a resource such
as a Projector cannot be doubly booked for the same time
period. Here is the definition of the SCHEDULES table.

create table schedules(
resource_name varchar(25),
start_time date,
end_time date

);

Here is the stored procedure that is used. It carefully
checks that the requested resource has not already been

reserved for an overlapping time period. Once again we
introduce an artificial time delay to force the problem.

create or replace procedure
resource_scheduler(
room_name in varchar,
new_start_time in date,
new_end_time in date

)
is
already_reserved integer;

begin
already_reserved := 0;
—
select count(*) into already_reserved
from schedules
where resource_name = room_name
and (start_time between new_start_time and

new_end_time)
or (end_time between new_start_time and

new_end_time);
—
user_lock.sleep(600);
—
if (already_reserved = 0) then

insert into schedules values
(room_name,new_start_time,new_end_time);
end if;
—
commit;

end;

Here is a transaction history showing that the above
procedure does not prevent a resource from being double-
booked for the same time period. Using SELECT FOR
UPDATE on the SCHEDULES table will not help in this
example. The solution is to create a separate RESOURCES
table and update the resource record as part of the transac-
tion. This concurrency-limiting strategy will prevent two
users from making a reservation at the same time, even if
the reservation is for different time periods. The second
transaction will then fail with the ORA-08177 error.

18:19:08 SQL> alter session set
isolation_level=serializable;

Session altered.

18:19:08 SQL> exec
resource_scheduler(‘Projector’, ‘2005/08/31
09:00’, ‘2005/08/31 10:00’);

PL/SQL procedure successfully completed.

18:19:10 TRANSACTION B> alter session set 
isolation_level=serializable;

Session altered.

18:19:10 TRANSACTION B> exec 
resource_scheduler(‘Projector’, ‘2005/08/31
09:30’, ‘2005/08/31 10:30’);

PL/SQL procedure successfully completed.

Here are the contents of the SCHEDULES table at the
end of the experiment.

18:19:17 SQL> select * from schedules;

RESOURCE_NAME START_TIME       END_TIME
------------- --------------- --------------

Projector     2005/08/31 09:00 2005/08/31 10:00
Projector     2005/08/31 09:30 2005/08/31 10:30

2 rows selected.

(code continued from page 11)
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The Case of the Dangling DBA

Here is another example of how SELECT FOR UPDATE
is not always the right solution. The programmer has tried
to enforce a business rule that not more than 100 students
may be admitted to a class. The stored procedure first
counts the number of students in the class and only inserts
a new record if less than 100 records are found. Once again
we resort to an artificial timing delay in order to force the
problem.

create table schedules (
course_name varchar(32),
student_name varchar(32)

);

declare
i integer;

begin
for i in 1..99 loop

insert into schedules values (‘DBA 101’,i);
end loop;
commit;

end;

create or replace procedure
signup(
in_course_name in varchar,
in_student_name in varchar

)
is
signups integer;

begin
select count(*) into signups
from schedules
where course_name = in_course_name;
—
user_lock.sleep(600);
—
if (signups < 100) then

insert into schedules values(in_course_name,
in_student_name);
end if;
commit;

end;

Here is a transaction history that shows how the business
rule can be violated. Using SELECT FOR UPDATE on the
SCHEDULES table will not help. We will have to create a
COURSES table and update the course record. This will cause
the second transaction to fail with the ORA-08177 error.

19:05:08 SQL> alter session set
isolation_level=serializable;

Session altered.

19:05:08 SQL> exec signup(‘DBA 101’,’Iggy’);

PL/SQL procedure successfully completed.

19:05:10 TRANSACTION B> alter session set
isolation_level=serializable;

Session altered.

19:05:10 TRANSACTION B> exec signup(‘DBA 
101’,’Ziggy’);

PL/SQL procedure successfully completed.

Here are the contents of the SCHEDULES table at the
end of the experiment, showing that the business rule has
been violated because there are now 101 students enrolled
in the course.

19:05:16 SQL> select count(*) from schedules
where course_name=’DBA 101’;

COUNT(*)
-----------

101

1 row selected.

The Case of the Troublesome Tables

The following example is from Tom Kyte’s book (Refer-
ence [4].) Two tables are initially empty and each transac-
tion inserts a row into one table containing the number of
rows in the other table. This time we don’t need an artificial
timing delay to force the problem!

create table a (x int);

create table b (x int);

18:19:18 TRANSACTION A> alter session set
isolation_level=serializable;

Session altered.

18:19:18 TRANSACTION A> insert into a select
count(*) from b;

1 row created.

18:19:26 TRANSACTION B> alter session set 
isolation_level=serializable;

Session altered.

18:19:26 TRANSACTION B> insert into b select
count(*) from a;

1 row created.

18:19:27 TRANSACTION A> commit;

Commit complete. 

18:19:31 TRANSACTION B> commit;

Commit complete.

Here are the contents of the two tables at the end of the
experiment. This is not a “serializable” result because it can-
not be produced by the serial execution, in any order, of the
two transactions. One solution is to create an artificial
choke point that allows only one transaction to succeed.
This could take the form of a record in another table that
both transactions must update.

18:19:33 SQL> select * from a;

X
-----------

0

1 row selected.

18:19:33 SQL> select * from b;

X
-----------

0

1 row selected.
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We should point out that there is a very good case to be
made that the above results are correct (even though they
fail the serializability test) because each table accurately
reflects the state of the database at a certain point in time.
This implies that serializability is not the only test of cor-
rectness. In mathematical terms, serializability is sufficient
for correctness but not strictly necessary.

And so we end the ditty

Oracle’s concurrency management scheme is not a free
lunch. Every read-write transaction must be carefully
coded so that other transactions do not interfere with it,
nor does it interfere with any other read-write transac-
tion. Artificial “choke points” or “serialization points” may
need to be created. Readers who wish to study the prob-
lem further should read the theoretical article on Oracle’s
concurrency management scheme published in the
February 2005 issue of the NoCOUG Journal. The article
is available for downloading at http://www.nocoug.org/
download/2005-08/SERIALIZABILITY_-_White_Paper.pdf.
The chapter called “Data Consistency and Concurrency”
in the Oracle Concepts Manual (Reference [7]) is also
essential reading. ▲

Copyright 2005, Iggy Fernandez

Iggy Fernandez is a Senior DBA with ADP and is Oracle 10g
certified. Feedback and comments on this article may be sent
to iggy_fernandez@hotmail.com.
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