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Lies—Damned Lies— 
and SQL!

by Iggy Fernandez

After all, facts are facts, and although we may quote one to another with a chuckle the words of 
the Wise Statesman, “Lies—damned lies—and statistics,” still there are some easy figures the 
simplest must understand, and the astutest cannot wriggle out of.—Leonard Henry Courtenay

Recap

I
n the May issue of the NoCOUG Journal, we offered a 
prize of a SanDisk Sansa M240 1 GB MP3 Player for 
the best solution to a puzzle sent to us by Sumit Sengup
ta from Columbus, OH. The notsogood news is that 

we were underwhelmed by the number of replies. The good 
news is that the few replies we received were extremely cre
ative, proving, once again, that “there are more things in 
heaven and earth than are dreamt of in our philosophy.” The 
prize goes to Roger Schrag for his creative solution based on 
stale materialized views.

The Puzzle

Describe a combination of circumstances in which the 
COUNT function could produce the seemingly anomalous 
results seen in the example below.

SQL> DESCRIBE employees;

Name     Null?  Type
--------------- -------- ---------------
NAME     NOT NULL VARCHAR2(25)
SALARY     NOT NULL NUMBER(8,2)
COMMISSION_PCT NOT NULL NUMBER(4,2)

SQL> SELECT COUNT(name) FROM employees;

COUNT(NAME)
-----------
    3

SQL> SELECT COUNT(salary) FROM employees;

COUNT(SALARY)
-------------
     2

SQL> SELECT COUNT(commission_pct) FROM employees;

COUNT(COMMISSION_PCT)
---------------------
        1

SQL> SELECT COUNT(1) FROM employees;

  COUNT(1)
----------
    0

The First Solution—The Magician’s Nephew

Chris Lawson, NoCOUG member and author of The Art 
and Science of Oracle Performance Tuning, gave me an object 

lesson in Oracle’s transaction management principles by 
simply observing that, since readers and writers do not block 
each other (by acquiring locks on the data) as they do in other 
database architectures, other transactions could conceivably 
be in the process of deleting the same rows that we are read
ing. The result of each of our queries depends on the “isola
tion level” that we have selected. If we use the default isolation 
level of “READ COMMITTED,” the result of any of our que
ries will reflect the state of our database at the precise moment 
that query started, and the results are therefore not guaranteed 
to be repeatable for the duration of our transaction. If we 
choose the stricter isolation level of “SERIALIZABLE,” the 
result of each of our queries will reflect the state of our data
base at the precise moment our transaction started, and the 
results are guaranteed to be repeatable for the duration of our 
transaction. Chris observed that the seemingly anomalous 
results produced by our sequence of queries could be the 
consequence of operating at the default READ COMMITTED 
isolation level and finding that the “magician’s nephew” had 
deleted a row (and committed his work) every time we que
ried the database.

A detailed treatment of transaction isolation levels can 
be found in Chapter 13 of the Oracle 10g Concepts Manual, 
available at www.oracle.com/technology/documentation.

The Second Solution—A Series of Unfortunate Events

While Chris Lawson should receive high marks for his 
eminently pedagogical response, his solution did not require 
the use of four different queries—we could simply have re
peated the first query four times and produced four different 
results. It also requires the assistance of a willing coconspira
tor. NoCOUG member, Roger Schrag, invented a solution 
that makes use of stale materialized views and does not re
quire a secret assistant hiding behind the looking glass. 
“Curiouser and curiouser!” I cried when I received Roger’s 
solution (I was so surprised, that for the moment I quite 
forgot how to speak good English).

A materialized view is a way of improving the perfor
mance of joins and aggregations in SQL queries. Unlike a 
regular view, which exists simply as a definition stored in the 
Oracle data dictionary and which helps with data security 
and “logical data independence,” a materialized view actually 
contains real data and occupies storage space. One can re

SQL CORNER

Iggy Fernandez



1�
The NoCOUG Journal

trieve data directly from a materialized view, but Oracle is 
capable of transparently rewriting queries to take advantage 
of any materialized views that have been created!

A materialized view can be kept current using the “RE
FRESH ON COMMIT” option, which forces the materialized 
view to be updated every time the constituent data tables are 
updated. However, not all materialized views can be kept cur
rent in this way; for details, refer to the Oracle 10g Data Ware-
housing Guide, available at www.oracle.com/technology/ 
documentation. Further, Oracle will not always rewrite que
ries to take advantage of materialized views. In particular, 
stale materialized views will be used by Oracle only if the 
query is willing to tolerate the staleness in the interest of ef
ficient performance.

A very good overview of Materialized View technology 
can be found in a white paper by Dr. Lilian Hobbs, available 
at www.oracle.com/technology/products/oracle9i/pdf/o9i_
mv.pdf. The following extract is a nice summary.

Today, organizations using their own summaries waste 
a significant amount of time manually creating summa-
ries, identifying which ones to create, indexing the sum-
maries, updating them and advising their users on which 
ones to use.

Now the DBA will only have to initially create the 
materialized view, it can then be automatically updated 
whenever changes occur to its data source. There is also a 
Summary Advisor component which will recommend to 
the DBA which materialized views to create, delete and 
retain.

One of the biggest benefits of using materialized views 
will be seen by the users of the data warehouse or database. 
No longer will they have to be told by the DBA which ma-
terialized views exist. Instead, they can write their query 
against the tables or views in the database. Then the query 
rewrite mechanism in the Oracle server will automatically 
re-write the SQL query to use the materialized views.

With that short introduction, here is Roger’s solution. He 
uses materialized views that are eligible for automatic refresh 
but purposely chooses not to take advantage of it. He does not 
require a secret assistant during the performance (as is the 
case with Chris Lawson’s solution) but the setup does require 
a “series of unfortunate events.”

SQL> ALTER SESSION SET optimizer_goal = FIRST_ROWS;

SQL> ALTER SESSION SET query_rewrite_enabled = TRUE;

SQL> ALTER SESSION SET query_rewrite_integrity = 
STALE_TOLERATED;

SQL> CREATE TABLE employees (
  2         name VARCHAR2(25) NOT NULL,
  3         salary NUMBER(8,2) NOT NULL,
  4     commission_pct NUMBER(4,2) NOT NULL
  5  );

SQL> INSERT INTO employees VALUES (‘Roger’, 1.02, 
0.00);

SQL> CREATE MATERIALIZED VIEW employees_mv1 ENABLE 
QUERY REWRITE AS
  2  SELECT COUNT (commission_pct) FROM employees;

SQL> INSERT INTO employees VALUES (‘Darrin’, 2.01, 
0.00);

SQL> CREATE MATERIALIZED VIEW employees_mv2 
ENABLE QUERY REWRITE AS
  2  SELECT COUNT (salary) FROM employees;

SQL> INSERT INTO employees VALUES (‘Iggy’, 
100000, 10.00);

SQL> CREATE MATERIALIZED VIEW employees_mv3 
ENABLE QUERY REWRITE AS
  2  SELECT COUNT (name) FROM employees;

SQL> DELETE FROM employees;

SQL> COMMIT;

The Third Solution—Blue Smoke and Mirrors

Roger Schrag’s solution was very creative but, like Chris 
Lawson’s solution, it requires that the data be physically de
leted. The original solution sent to us by the puzzle’s creator 
illustrates the use of “fine grained access control” (often re
ferred to as Virtual Private Database or VPD) to hide sensitive 
data from unprivileged users. Specifically, the solution uses 
techniques made available in Oracle 10g—a different restric
tion can be attached to each column of a table. Oracle auto
matically and silently appends these restrictions to all queries 
involving the columns in question. For more details, refer to 
the Oracle 10g Security Guide, available at www.oracle.com/
technology/documentation. “COUNT(1)”—which is equiv
alent to “COUNT(*)”—will cause all of the columnbased 
restrictions to be appended to your query. The following quote 
puts things in a nutshell.

Column-level VPD policies provides [sic] more fine-
grained access controls on data. With column-level 
VPD, security policies can be applied only where a par-
ticular column or columns are accessed in the user’s 
query. This means that when a user has rights to access 
the object itself, VPD can limit the individual rows 
returned only if the columns the user accesses contain 
sensitive information, such as salaries, or national iden-
tity numbers.

The default behavior of column-level VPD restricts 
the number of rows returned when a query addresses 
columns containing sensitive data. In contrast, column 
masking behavior allows all rows to be returned for a 
query against data protected by column-level VPD, but 
the columns that contain sensitive information are re-
turned as NULL values. With column masking, users see 
all the data they are supposed to see, but privacy is not 
compromised.

A good introduction to VPD and the Oracle 10g enhance
ments in particular can be found in Part 14 of Oracle Maga-
zine’s 2003 DBA of the Year Arup Nanda’s survey of the new 
features of Oracle 10g, available at download at time of writ
ing from www.oracle.com/technology/pub/articles/10gdba/
week14_10gdba.html.

Here now is the original solution provided by Sumit. 
There are exactly three rows of data in the Employees table 
throughout the exercise but the combination of finegrained 
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access control policies results in the seemingly anomalous re
sults described in the puzzle.

SQL> CREATE TABLE employees (
 2     name VARCHAR2(25) NOT NULL,
 3     salary NUMBER(8,2) NOT NULL,
 4     commission_pct NUMBER(4,2) NOT NULL
 5 );

SQL> INSERT INTO employees VALUES (‘WINKEN’, 1000, 30);

SQL> INSERT INTO employees VALUES (‘BLINKEN’, 2000, 20);

SQL> INSERT INTO employees VALUES (‘NOD’, 3000, 10);

SQL> GRANT SELECT ON employees TO PUBLIC;

SQL> CREATE OR REPLACE FUNCTION employees_policy_fn_1 (
 2    p_schema_name VARCHAR2,
 3    p_object_name VARCHAR2
 4 )
 5 RETURN VARCHAR2 AS
 6    l_return_val VARCHAR2(2000);
 7 BEGIN
 8    l_return_val := ‘salary <= 2000’;
 9    RETURN l_return_val;
 10 END;
 11 /

 SQL> CREATE OR REPLACE FUNCTION employees_policy_fn_2 (
 2    p_schema_name VARCHAR2,
 3    p_object_name VARCHAR2
 4    )
 5 RETURN VARCHAR2 AS
 6    l_return_val VARCHAR2(2000);
 7 BEGIN
 8    l_return_val := ‘commission_pct <= 10’;

 9    RETURN l_return_val;
 10 END;
 11 /

SQL> EXEC DBMS_RLS.ADD_POLICY ( -
>         OBJECT_NAME => ‘EMPLOYEES’, -
>         POLICY_NAME => ‘EMPLOYEES_POLICY_1’, 
-
>         POLICY_FUNCTION => ‘EMPLOYEES_POLICY_FN_1’, -
>         STATEMENT_TYPES => ‘SELECT’, -
>         SEC_RELEVANT_COLS => ‘SALARY’ -
> );

SQL> EXEC DBMS_RLS.ADD_POLICY ( -
>         OBJECT_NAME => ‘EMPLOYEES’, -
>         POLICY_NAME => ‘EMPLOYEES_POLICY_2’, 
-
>         POLICY_FUNCTION => ‘EMPLOYEES_POLICY_FN_2’, -
>         STATEMENT_TYPES => ‘SELECT’, -
>         SEC_RELEVANT_COLS => ‘COMMISSION_PCT’ 
-
> );

Concluding Remarks

For extra credit, explain why Roger needed to set OPTIMIZER_
MODE to ALL_ROWS in his solution. Also review the quote 
about columnlevel VPD policies from the Oracle 10g Security 
Guide and guess the result of the query “SELECT COUNT(name), 
COUNT(salary), COUNT(commission_pct), COUNT(1) from 
employees” when using Sumit’s setup. 

The author can be reached at iggy_fernandez@ hotmail.com.
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